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hiest] e g
Question: WAar!

type of scripting languages should be used in email clients and web browsers.

_nhoices.

Authorized scripting languages

Client-side scripting languages

Server-side scripting languages

Scripting languages allowed by vendor
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‘Question: 14  (Marks:

version of security related updates should be applied on network devices.

Defanlt

Latest and stable

Oldest
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Question: 1 darks:

All network traffic to or from the intemet must pass through to filter

unauthonzed connections.

Application layer filtering proxy

Session layer filtenng proxy

e —

Network layer filtering proxy

O

-

System layer filtering proxy
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"Question: 18 (Mark:

most closely associated with the “soc” is

The function

holce

Security management

®

Security engineering

Security frameworks

Security operations

] 2
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Unrke: 1)

" Virtual Univers
{nformation Security

Question:

Assigning  resources, assigning  toles, and  communicating roles fall

anderte - clause.

L eadership

O

|

Performance evaluation

Operation
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Questiont

Creating awareness related to policy and isms fall under clause.

Support

-

Operation

O

-

Performance evaluation

O

-

L eadership
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“Question:  2° g \--_-.1?_.

Creating awareness related to policy and isms fall under clause

Support

Operation

o

.

Performance evaluation

O

l

L eadership
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Question: 17 Marks: -

The objective of COBIT is to help organizations

i l“v

Create optimal value from st by balancing benefits with risk

Implement a strong governance of it

Manage it effectively while ensuring business continuity

O

P - -

Create a single page it dashboard
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DIAS.

Information Security

\J

"Question: 16
Automated tools should be used to venfy and compare the network devices configuration
with

Cholcoes: - —— . - -

Approved security configuration

Recommended security configur ation by vendor

Latest seeurity configuration released by vendor

te - ~meusibu ranficuration fClﬁased b}' vendor

- -
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Question: ) (Mark

clause.

Controlling planned changes and risk assessment fall under

Cholcos.

L eadership

O

|

Support

O

|

Operation

pcfformancc cvalualion
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"Queslio '- -.  Mark: . |
Monitoring, measurement, and analysis fall under clause.
Support
e

N—————————

Leadership

O

Peformance evaluation

Operation
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Question: . Marks .

Information Security

Employee screening should be conducted

After employment (hiring)

Prior to employment (hiring)

O

)y 2

During employment (hiring)
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&4 MIGrKs:

Question: 2

Which of the following come under equipment physical and environmeatal secunty

controls?

Working in secure areas

Secure delivery and loading areas

Clear desk and clear screen policy

Physical enfry controls
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‘Question: 29 arks: 1)
Owasp software assurance maturity model (samm) undertakes software security testing

and validation during :

Cholice'

Govemance and deployment

Govemance and verific ation

Verification and deployment

Construction and governance



/
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0 ey

is the sixth layer of cyber security maturity matrix

Monitored




p
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Que: . 27 (Marks: 1)

is the fifth layer of cyber security maturity matrix

' Cholces: P R e

Monitored

®

Hardened

©)

|

Protected

Foundation
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Question: 28 (Marks: 1) _

The enterprise technology governance and risk management framework is considerec

combination of :

COBIT, ITIL, ISMS 15027001

COBIT, ITIL, PCI-DSS

ITIL, ISACA, NIST
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Question: 8

Stage 2 of security transformation model refers to

Secusity govemance

Security engineering

Security hardening

o
Vulnerability management
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Sa Marks:

is the goal of performing yulnerability assessment.

To fix asmany things as possible as efficiently as possible

O)

Testing security that is assume to be secure

O

ed to achieve specific goal

Technical assessment design

g configuration is comparedto @ standard

Focuses on how an existin

/
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‘Question* 4 (Marks:

PHP security guidelines cover which type of attacks?

‘Choices:

Denial of service attacks

Brute force attacks

Injection attacks

Dictionary attacks
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=

Information Securi

Question: )

is the goal of performing audit.

Testing security that is assumed to be secure

@)

gned to achieve specific goal

Technical assessment desi,

fix asmany things as possible as efficiently as possible

ow an existing configuratio

Focuses o h
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Question: by i (Marks:

Complex passwords should be enforced to survive

Lholces.

Dictionary attacks

Injection attacks

Dos attacks

Phishing attacks
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ueastion: l; ArKs:

are considered types of secunty assessment

Threat simulation

Threat assessment

O

Threat intelligence

Logs collection and analysis

TIMELEFL— L —
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Thive are beneiits of version controllng

e e

Seven
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Questiont 3 Marks:

There are benefits of version controlling.

Eight

Nine

Ten



¥ Virtual Univessity Overseas Examination System V2.1 (x80)
tnformation Security (CS203)

Q i b Marks:

assessments is designed to determine whether an attacker can achieve
specific goals when facing your current securty posture.

Threat assessment

Bug bounty hunting

O

- -

Penetration testing

O

|

Red team exercise
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How many steps are involved in policy compliance scan of qualys?

Four

Five

Six
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(Marks

Quastion:

are the key benefits of secunity transformation project implementation

to an organization

IT teans get experience and aware of security

Prevention of attacks

®

-

IT teams get incentives

Management becomes aware of IT team's capability
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Question: 5 (Mar

protocol is used for assigning addresses dynamically.

DCP

HTTP

DHCP
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33 (Mark:

are the key benefits of security transformation project implementation

to an organization.

IT teams get experience and aware of security

Preveation of attacks

O

- - -

T teams get incentives

Management becomes aware of IT team’s capability
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Queslior . B Marke: 1)

As per security lifecycle, validation activity should be performed

Before applying controls

After applying controls

Periodically

Annually
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Question: | A arke:

To prevent attacks, fraud and pilferage an effective information security transformation
program is essential for .

holces:

IT organizations

Medium-sized organizations

Q

-

Small-sized organizations

Any organization having IT setup
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Question: 3 (Marks: -

Vulnerability management is steps cycle.

-

Four

Five

Six




v

¥ Virtual University Overseas Examination System V2.1 (x86)
Information Security (CS205)

Question: 3 (Marks:
is the recommended timeline for effective information secunty
transformation program.

15 months

18 months

12 months

6 months
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T : (Mark:

Stage 2 of security transformation mode! refers to

“holce!

Secunty govemance

Security engineering

Security hardening

Vulnerability management
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| Guestion: 368" Marks: 1)

plays an instrumental role

transformation program.

in success of information security

IT team led by CIO

Business team

Internal andit team

Higher management
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‘Questlo - (Marks: "

For how many days NESSUS scanner offers trial version?

7 days

15 days

30 days

45 days
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Candidness quality of infosec head means that B

e —— e e —
e ——— ; - ___._____.,_____..__.____._._._______ e ———— R
Promote performance and merit
;- ———— e —— ____._.—___.__________ e —————— e ————————
Encourage s0lo flight of team members
Hoaesty and straight walk

Adjust players 19 right position
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18  (Marks:

Question:

action is recommended for organizations having very good secunity
posture and have score higher than 85%

Go for risk assessment

Third party security review

®

-

Go for is027001 certification

[nformation security transformation program



_’ Virtual University Overseas Examination System V2.1 (xB8)
Information Security (CS205)

At layer of transformation model CIS critical security controls are
implemented.

v l‘ .ﬂ.',.-. -

Secunty govemance

Security engineering

Vulnerability management

Security hardening




IMarker 1

Questlion: 1 INDIKS:
should be deployed to limit and control that which devices can be

connected to the network

802.11g

802.11b

O

802.11n
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Qu astion: L 1 '{1{ 1

Inventory of authorized and unauthonzed software control requires making a list

of

“holcos: e

Authorized asset and version

Authorized operating system and version

Authorized software and version

Unauthonized software and version
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0 v 1 A

An zithentic information security head dways

=

Take credit of everything

Never admit mistakes 296 failure

Give ceds whae it is doe

Very sirict and discipined
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(Marks: *

Question: 40

Candidness quality of infosec head means that he

“Cholces:

Promote performance and merit

Encourage solo-flight of team members

Honesty and straight talk

ers in right position

Adjust play
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Ouestion: 48

exploits that cause security breaches. You are required

Following table contains some chasracteristics of
for each of the given characteristics.

to identify the type of exploit as Local of Remote

Charactenistics xploit Type (Local !M]
R equires priof access o the vulnerable

System -

Works over anetwork

Does not require any prior access to the

ulnerable system

Exploit imitiated through the Intemet

aAlelilyl
Answer
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& the name of first lay

seas Exarnination Syt

er of the Cyber Secunty Mananty

em Y21 {xB6)

o=~

.ﬁn\nl‘-lﬂ
Gystem (1]
Hace wel
Uge wiret
nothing !
siictly
immedia
Wiglatiol
Report
"gvelie
hps!
Sent d
ez &
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jon: 42 Ll ks 3]
m the grven list for which asset management helps

any two security functions fro

1. Network Congesbon
7. Paich Management

3 {dentification of future Viruses

4 Enterpnstt acking and geporting
mﬁnis'.nloﬂ

5 Intemal P fragmentalion

gystem (1) Pro
Place webs s
Use vired B
nathing attac



¥ Virtual University Orvervess Examnination System V2.1 (x26)

Information Sacurity (C5205)

A7 (Markss

Which vulnerability scanner 1 used to look for both code-based and configuration-based
#l

vulnerabilities?
B

admir
Systen
Place
Use v
nothl
stric

Yiok
Rept
“ove
htts

Sen
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‘Question: &3 [ ’
Which of the following phases are not part of the Security Hardening Life cycle?

» Harden IT Asset
Implement Risk Generaion
Periodic Validation
Implement Additional Controls

Seed Additional Threats
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gestion: 42 (Marks: ]

a5 Exarmination System Va1 (x68)

Which of the following phases are not part of the Security Hardening Life cycle?

» Harden IT Assel
Implement Risk Generation

Penodic Validation
Implement Additional Coatrols
Seed Additional Threats

G sEE e B L —
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Infarmation Sacurlty

o write the

Uueasud v |
ses on different steps [

The Qun‘iysGuaHd scanning methodology focu
name of the second test involved in this scanning methodology

ests. You aré required t




v2.) (x86)

¥ virtual Unrversity Unerseas Examination System
Information Security (CS205)

Mention the names of security testing
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The following table shows the responsibilities of typical organizational tiers. You are required to mention the tie:
(Board or IT Management) associated with each responsibility:

Responsibility Board / IT Management

Organizational Commitment

S 9
Review

Approve Budget
Monitor
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0 ks

jes and the 1eams who perform these
(vities with

tch these act

enginecring activit
rectly ma

tist of secunty
Lis mismatched. You ase required to €Ot

given table:

vRA [ LLE
The following table shows 3
activities but currently this lis
d rearrang® the

the associated reams an




ACTIVITY TEAM

Security requirements Information security with IT consultation
Security design Information security team

Security implementation Network/IT security assisted by vendor
Validating security requirements Information security team

Here's a brief explanation for each match:

e Security requirements: Typically defined by Information security with IT consultation t
ensure alignment with organizational goals.

¢ Security design: Designed by the Information security team, who are responsible for
developing security architectures.

¢ Security implementation: Implemented by Network/IT security assisted by vendor, as
they have the technical expertise to configure and deploy security controls.

e Validating security requirements: Validated by the Information security team, who

ensure that the security requirements are met and aligned with the organization's
security posture.



Question 43

Solution:
The phase that is not part of the Security Hardening Life cycle is:

« |Implement Risk Generation
Question 44

Solution:
The second test involved in the QualysGuard scanning methodology is:

« Service Discovery

Question 45

Solution:
Two security functions for which asset management helps are:

1. Patch Management

2. Enterprise tracking and reporting



50

Responsibility Board/IT Management
Organizational Commitment Board
Review IT Management
Approve Budget Board

Monitor Board

Organizational Commitment: The Board 1s responsible for
sefting the overall direction and commitment fo security.
Review: IT Management reviews the implementation and
effectiveness of security controls.

Approve Budget: The Board approves the budget for security
initiatives and ensures adequate resources are allocated.
Monitor: The Board monitors the overall security posture and
ensures that security risks are properly managed.



Question:46 (Marks: 3)

Write the name of first layer of the Cyber Security
Maturity Model/Mptrix (CSMM)?

Solution:

The first layer of the Cyber Security Maturity
Model/Matrix (CSMM) 1s "Initial"".



Question: 48 (Marks: 5)

Following table contains some characteristics of exploits that cause

security breaches you are required to identify the type of exploit as

local or Remote for each of the given characteristics.

Characteristics

Exploit Type (Local/Remote)

Requires prior access to the Local
vulnerable system

Works over a network Remote
Does not require any prior access Remote
to the vulnerable system

Exploit initiated Remote

through the Interne




Question 41

Solution:
Some common types of security testing include:

« Vulnerability Testing
» Penetration Testing
* Risk Assessment
 Compliance Testing
e Security Auditing
Question 42

Solution:
The vulnerability scanner used to look for both code-based and configuration-based
vulnerabilities is:

e MNessus
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01 11 | A | 21 | A | 31
02 12 | ¢ | 22 | ¢ | 32
03 13 B | 23 B | 33
04 14 | C | 24 | D | 34
05 15 | A | 25 | C | 35
06 16 | A | 26 | A | 36
07 17 | A | 27 | A | 37
08 18 | D | 28 B | 38
09 19 29 | A | 39
10 20 | | | 30 | D | 40




